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Abstract—

Network survivability has been studied extensively from
the view of node and link failures. The domain of sur-
vivability goes beyond just the physical failures and one
needs to address this issue when faced with security threats
that can render the network logically dysfunctional with-
out causing any physical damage. There are several secu-
rity threats a network routing protocol such as the link-
state protocol may face. In this paper, we argue that this
leaves network routing and, in turn, network susceptible to
a number of attacks. We discuss these attacks and present a
new secure routing framework based on security techniques
(authentication and confidentiality) for a link state routing
protocol. The central idea of the new framework is to divide
a routing domain into multiple virtual routing domains and
creating a hierarchical trust among them to address the sur-
vivability issue of the network. We illustrate that imbed-
ding this framework to an existing protocol can be done
without major modifications to the existing protocol, and
without affecting its operational features. Our assessment
shows that the framework is capable of preventing many
currently unchecked security threats without unduly over-
loading routing elements in routers. Our framework also
provides survivable capability for the subset of functional
network routers in the event of formidable attacks like the
insider attack.

Index Terms— Survivable Network, Link State Network
Routing, Security.

I. INTRODUCTION

In this paper, we are interested in developing a ro-
bust framework for network survivability against security
threats, by making the link-state routing protocol secure.
Currently, link-state protocols such as OSPF and IS-IS are
widely used for intra-domain routing. But, there are many
security issues that the current routing protocol framework
does not address. We thus start with two broad security is-
sues to lay out the purpose of this paper.

The first security issue with the current routing frame-
work is its unclarity of non-host based threats for link state
network routing protocol, such as the threats targeting at

origination, verification and transmission of routing data.
Thus, it is possible that an attacker can wiretap on the
transmission link to inject anything he wants, and an at-
tacker can also have the capability to “hijack” the network
router and then breach the network as desired.

The second security issue which has not received
enough attention in network routing is confidentiality. For
example, confidentiality was not considered in OSPFv2 or
has been considered as optional in OSPFv3 [11]. An ad-
vantage of confidentiality is that it can guard against pas-
sive attacks, such as wiretapping. The routing informa-
tion (clear text) can be easily intercepted on unprotected
network segments in its absence. Since the fundamental
communication operation of link-state routing protocol is
flooding, the attacker can very easily intercept all routing
information just from one network segment and can use it
to analyze network topology and traffic patterns. These in-
formation can help attacker in exploiting the weaknesses
of the network and launch more devastating and highly
efficient attacks. For example, an attacker can split the
network and disable it by attacking the minimal number
of nodes that partition the network!.

In both cases above, the network could face dire con-
sequences if it is not designed to survive such threats.
Keeping the above in mind, we propose a framework for
secure link-state routing protocol to address some threats
not addressed currently in the literature. A key feature
of our framework is the creation of a concept called vir-
tual routing trust domain (VTRD) via systematically hid-
ing routing information; this is addressed without chang-
ing the overall routing administration domain. In order to
make this work, we propose using a scalable secure group
keying scheme for secure group communication. We also
identify what changes/modifications are necessary in cur-
rent link-state routing protocols for our framework. We

We show an attack tree of network routing denial of service in Ap-
pendix III. It shows how important it is to prevent attacker from know-
ing the network topology.



then perform computational analysis to show the impact
of the overhead compared to other approaches. Once con-
vinced that there is no significant increase in computation
cost, we further evaluate the survivability of the network
in our proposed framework.

The rest of the paper is organized as follows. In Sec-
tion II we present the related work. Section III we de-
scribe the preventive cryptographic countermeasures for
various attack forms against the link state routing proto-
col. In Section IV we highlight the security requirements
to build the secure link state routing framework. In Sec-
tion V, we present a simple way to construct multiple vir-
tual routing domain. Then, we discuss the computational
impact on router’s CPU and communication overhead in
section VI. In Section VII, we present the evaluation for
survivability for our proposed framework. Finally, Sec-
tion VIII summarizes our work.

II. RELATED WORK

There have been several work to understand the security
threats in order to make link state routing protocol robust
against attacks. A trend-setting work in this area was done
by Perlman [28]. She developed a secure link state routing
infrastructure to tackle Byzantine failures. In this model, a
strong asymmetric cryptographic key scheme (public key
scheme) was used to provide signatures for each link-state
advertisement (LSA), thus have a high computation over-
head making it difficult to implement.

The importance of security in the design of routing pro-
tocols and network robustness has received some attention
in recent years. The current implementations of the two
most popular link state routing protocols, OSPF [23] of
TCP/IP suit and IS-IS [17] of OSI reference model, pro-
vide packet-level authentication. It was however found
that since authentication was done hop-by-hop, it could
not prevent subverted router modifying or injecting mali-
cious routing packets [27]. Therefore, other researchers
have proposed hash chain based schemes [6][12] to pro-
vide data origin authentication (from validation point of
view, this was an end-to-end authentication and every
router was part of the end system). These schemes used
hash values as a credential or a key used for Keyed-
Hashing for Message Authentication (HMAC)[19], which
was computationally efficient; but it required a loose syn-
chronous mechanism, therefore conflicting with the oper-
ation mode of the routing mechanism, which is not syn-
chronized. Murphy et al have proposed the use of digital
signature for OSPF (RFC 2154 [26]) that used public-key
encryption. Around the same time frame, Vetter, Wang
and Wu studied the insider attacks for OSPF [31]. They
claim that this issue can be left to the intrusion detection

system as in most cases the intruder will be recognized iff
within a certain amount of time. While this might work
at the cost of some unavoidable damage to the network, a
preventive method is more desirable.

As the necessity to secure the routing infrastructure
grows, it can be argued that security enhancements is de-
sired to be globally present. The latest internet draft by
Gupta and Melam [11] suggests that OSPF for IPv6 [8]
should rely on the security framework of IPsec [18].
IPsec provides security services such as authentication,
integrity, replay detection, and encryption to protect rout-
ing protocol traffic. The global deployment of IPsec pro-
tocols will provide a set of powerful tools that would
seamlessly interoperate throughout the Internet, under the
assumption that the next generation of IP, IPv6, is also
globally present. However, the mere provision of such ser-
vices can not secure the routing protocol itself. IPsec can
deter outsider attacks and disallow the injection of unau-
thorized routing traffic by securing the point-to-point ex-
change of routing updates at the network layer, but can
not enforce or guarantee correct operation of the routing
protocol in case of an insider attack. Furthermore, multi-
casting using IPsec is still being researched.

Recently, the Internet Engineering Task Force (IETF)
has formed a new working group — Routing Protocol Se-
curity Requirements (rpsec) [16] to address the security
requirements for routing protocols. A recent survey by Pa-
padimitratos and Hass highlights the fact that the counter
measures proposed so far has not eradicated the vulner-
ability of the routing infrastructure [27]. Another recent
work by Chakrabarti and Manimaran provides a taxon-
omy of security attacks and stresses the need to develop
architecture, algorithms and protocols for securing the In-
ternet infrastructure [5].

III. MOTIVATIONS

We cite the following paragraphs from the CERT®
document [14] to highlight the importance of security for
routing infrastructure:

“...One of the most recent and disturbing
trends we have seen is an increase in intruder
compromise and use of routers. ... Reports in-
dicate routers are being used by intruders as
platforms for scanning activity ...”
“Routers make attractive targets for intruders
. a part of the network infrastructure ...
routers are often less protected by security pol-
icy and monitoring technology ...”
“... attacks based on direct attacks against the
routing protocols that interconnect the networks
comprising the Internet. We believe this to be an



imminent and real threat with a potentially high
impact....”

The above is an indication of the fact that bringing
down a network infrastructure without causing any phys-
ical damage to the network entities, is quite conceivable.
The lack of strong protection by using cryptographic tech-
niques as part of the original routing protocol design has
allowed malicious users to exploit the network in numer-
ous ways. In time, the importance of making the routing
protocol robust has also emerged and several standards
have come up to handle a variety of threats. In spite of
this, the network routing remains vulnerable in both the
routing protocol itself and routing functionalities involved
with sending and receiving routing data. While most of
the work done so far, as discussed in Section II, in order to
contain the threats quoted above has been to analyze and
contain the security threats, but not from the point of view
of network survivability. Therefore, our first goal is to
identify the vulnerabilities of existing routing system and
then to develop security enhancements to be deployed for
network routing protocols and a survivable routing frame-
work.

In this section, our discussion focuses on the origina-
tion, verification and transmission of routing data. In
Appendix I, we give a description of the security threats
specifically for the link state routing. We discuss here, the
security mechanisms that is known, as of now, to prevent
some of these threat actions from taking place. Based on
the threat model presented in Appendix I, we discuss the
vulnerabilities of existing network routing security mech-
anisms and the possible improvements therein.

A. Preventive Cryptographic Countermeasures Against
Attacks

The challenges posed due to the enormity and diversity
of the threats has led to several work in the recent years
that address techniques to safeguard a network. On the
other hand, the current standards for network routing pro-
tocols have not incorporated all the techniques required
to make it as foolproof as possible. That is, a set of un-
plugged security holes remains there that an adversary
can use to paralyze the network. In this section, we an-
alyze the possible preventive cryptographic countermea-
sures first and then describe how they can prevent attacks
from taking place totally or partially.

1) Preventive cryptographic countermeasures: Table I
enlists two preventive cryptographic countermeasures that
are described in the literature, including those that have
found a place in protocol standards. The two main pre-
ventive cryptographic countermeasures that has been sug-
gested for routing protocols are authentication and con-

fidentiality. In network routing environment, peer en

tity authentication and data origin authentication are two
types of authentication services. Peer entity authentica-
tion happens mostly in neighborhood relation set-up pro-
cedure and data origin authentication happens mostly in
routing information exchanging procedure. Note that data
origin authentication service provides verification that the
identity of the original source of a received data unit is as
claimed; there can be no such verification if the data unit
has been altered. Thus, by definition, authentication ser-
vices depend on companion data integrity services. Con-
fidentiality ensures that no unauthorized device can deci-
pher the routing information on its way to the destination.

In this paper, our discussions focus on data origin au-
thentication and confidentiality. More specifically, these
two countermeasures can provide protection at the Packet
Level or Information Level (we call these two types of
data origin authentications as PA and IA respectively). By
PA we mean, the authentication is processed for a rout-
ing update packet or an IP packet that contains the routing
update as payload. IA provides protection for each and
every routing information carried within a routing update
packet. Besides PA and IA, there are another two impor-
tant concepts we need to introduce into our discussion;
they are hop by hop (HBH) and end to end (ETE). HBH
means that the generation and verification of authentica-
tion code are performed by every forwarding router. ETE
means that the generation of authentication code is per-
formed only at the source; all the forwarding routers and
termination routers are part of the end system, and they
only perform verification. We analyze the combinations
between PA, IA and HBH, ETE. For brevity, we identify
each mechanism with a label; this is noted in Table I.

In link state routing protocol, pieces of routing infor-
mation — link state advertisements (LSAs) are encapsu-
lated in a link state update (LSU) packet. Most of cur-
rent implementations fall into the category of PAy. If
P Ay is provided for entire LSU (a routing packet), then
P Ap can guard against “man-in-the-middle” attack [29].
But, in link state routing, flooding is used for distribut-
ing LSAs within a link state routing domain; PAp can
not prevent any intermediate subverted router from mod-
ifying forwarded LSAs or router from originating forged
LSAs. ETE is more desirable to provide stronger protec-
tion for LSAs. But, another difficulty of link state rout-
ing is that multiple LSAs are encapsulated within a sin-
gle LSU packet and the content of each LSU that orig-
inated from different router may be different. This pre-
vents PAg from being implemented efficiently. Hence,
IAp and I Ap are required to provide information level
protection. OSPF with digital signatures [26] is an exam-



TABLE I 4
SECURITY MECHANISMS

| Methods || Label || Description || Protection |
Packet PAgT || Packet level, hop by hop authentication Data
Authentication | Level PAg? || Packet level, end to end authentication Origin
A Information || TAg* || Information level, hop by hop authentication Authenticity
Level TAgR? Information level, end to end authentication
Confidentiality Cp® Confidentiality for the whole packet Information
© CrY Confidentiality for the information within the packet || Availability

T: OSPFv2 RFC2328.
£ Proposed by Huang et al [13].

ple of I Ag, while the double authentication scheme [13]
is an example of 1 Ag.

For confidentiality too, we differentiate between packet
level and information level, which is shown in Table I.
OSPF running over IPsec [11] is an example of providing
Cp, which provides confidentiality for IP payload. Pro-
viding confidentiality for each LSA individually is repre-
sented by C7.

2) Using preventive cryptographic countermeasures to
guard against attacks: Here, we analyze how to use
cryptographic countermeasures presented in Table I to
guard against the threat actions illustrated in Fig. 6 of Ap-
pendix I. Table II presents the mapping of threats and cor-
responding countermeasures. The threat actions marked
with |/ are all outsider attacks. Attacks (b) can be easily
guarded against by using PA . The dummy routing traf-
fic due to attack (c¢)-(ii) can be filtered out using P A gy. Al-
though, cryptographic-based operation can aggravate the
CPU computation burden, the overload attack is usually
limited within a small range where it happens. This is
because the excess routing traffic can not get through a
router. This may be useful in preventing distributed de-
nial of service (DDOS).

Note that preventive countermeasures, such as authenti-
cation and confidentiality, can not prevent attacks that are
marked with X ((e)-(ii) and (f)-(i)). These attacks need
other security mechanisms (such as admission/access con-
trol, intrusion detection, etc.), which are not addressed in
this paper.

In this paper, our discussion is focused on the
countermeasures marked from % to Y%k %k. The
countermeasures marked by v are specified in current
literature, such as OSPF with digital signatures® [26];
countermeasures marked by vy is barely addressed in

2End-to-end authentication is considered as a strong preventive cryp-
tographic countermeasures. The only proposal that widely accepted is
the one that uses public key scheme to sign each LSA. The reason we
separate it from PA marked by +/ is because of the deployment diffi-
culty of digital signature, which comes with high computation over-
head compared with traditional authentication scheme based on keyed

*: OSPF extension RFC2154.
9:Have not yet proposed.

8. OSPFv3 tentative Internet draft.

the current literature, while countermeasures marked by
Y% % have not been addressed so far.

Guard Against Attacks on Communication Links: As
shown in Table II, attacks from (a) to (d)-(i) are injected
on the communication link. Here, we investigate the
possible use of preventive cryptographic countermeasures
when attacks (a), (c)-(i) and (d)-(i) occur (marked with
Y and %k k).

For scenario (a): Cp or Cf can be used to prevent
outsiders from sniffing packets containing routing infor-
mation. This is the very straight forward method to pre-
vent passive attack. When C'p is provided for whole IP
payload, the outsider can not know some general infor-
mation, such as link state type, advertising router, se-
quence number, etc which are contained within routing
packet header. These information can help attacker to de-
rive network topology. C7 can not prevent attacker from
knowing the information within the routing packet header,
but it can prevent some subverted router from decrypting
the routing information when they use different encryp-
tion/decryption keys. The combination of C'p and C will
provide strong security features to guard against ineligible
entities.

For scenario (c)-(i): We assume that there is an admis-
sion control mechanism to prevent outsiders from using
some network tools, such as “traceroute”, to derive net-
work topology. This can also be done by simply disabling
those network services. Then, an attacker might arbitrar-
ily wiretap any possible communication links to intercept
the routing information. Plain text routing information
can help attackers to derive network topology and traffic
allocation pattern. Due to flooding of the routing infor-
mation by link state routing protocol, tapping one link can
help intercept all flooded LSAs within its routing domain.
The intercepted routing information can be valuable for
attackers to decide the location of an attack target, such as

hash function (HMAC) [19].



TABLE I 5
THREATS AND CORRESPONDING CRYPTOGRAPHIC PREVENTIVE COUNTERMEASURES

Threats T Attack Types || Preventive
Threat actions (Attacks) | Label 1/0 | P/A Countermeasures Remarks

Wiretapping (a) O Passive || Cp or Cf * %
Outsider Substitution (b)-() (0] Active PAg vV
falsification & Insertion (b)-(ii) (0] Active PAg vV
masquerade Masquerading (b)-(ii) || O Active PAy vV
Outsider obstruction | Interference (0)-(1) (0] Active Cpor Cy 8. ® ¢

Overload (c)-(ii) 0] Active || PAg N
Replay Outsider replay (d)-() o Active || New keys * %

Insider replay (d-Gi) || I Active || New keys & Cror TAg || k%
Insider Substitution (e)-(1) 1 Active || TAg *
falsification & Insertion (e)-(i1) | Active n/a K
masquerade Masquerading (e)-(iii) || I Active IAEg *
Insider obstruction Stop forwarding -1 1 Active n/a e

Overload ()-(i1) I Active Cr . 6 .0.¢
Repudiation False denial of origin (2)-(1) I Active || [Agor Ay *

False denial of receipt (g)-Gi) || I Active PAg Yok K
Exposure Insider undeliberate exposure | (h)-(i) 1 Active CptorCrt b & ¢

Insider deliberate exposure (h)-Gi) || I Active Cr 2. 6. 0.¢

Y. Threats description and label refer to Appendix I.
I/0O: Insider/Outsider (attacks).

t: Guard against outsider attacks.
/: Solvable via well known solution and widely deployed.
% : Solvable via well known solution but less deployed.

% % : Solvable via proposed solution in this paper.

% % % : Partially solvable via proposed solution in this paper.

: Unsolvable via authentication and confidentiality.

the weakest communication links or the partition routers.
We note that providing confidentiality can not prevent at-
tacker from doing active attacks. But, without network
topology and traffic pattern information, it will make it
harder for the attacker to deploy attack successfully. Thus,
Cp and CT can be helpful. Most of the attacks we present
in this paper need some network topology or traffic pat-
tern information. We present a particular attack tree for
overload attack in Appendix III.

For scenario (d)-(i): Link state routing protocols
typically use a non-decreasing sequence number to
prevent replay attack. But, the replay attack can still
take place when the sequence number is rolled over or
a router reboots. OSPF based on IPSec [18] can benefit
from its anti-replay window mechanism to prevent replay
attack. This mechanism can detect most of the replay
attacks, but it is possible that some attacks might go
undetected. For e.g, consider this scenario: an anti-replay
window size is 20 for a router. It starts with sequence
number 1; when the sequence number reaches 10, the
router reboots. Then it restarts and begins with sequence
number 1 again. Now the LSA with sequence number 10
is captured by an attacker, and after the router restarts,

P/A:Passive/Active (attacks).
t: Guard against insider attacks.

the network link metric is changed. Assume that all
security parameters to be the same before and after the
router restarts. Then, the attacker can replay the old LSA
successfully. If we change security parameters after a
router restarts, the outsider replay can be prevented. For
example, if authentication or confidentiality is provided
for routing packet/information, a new updated authen-
tication/encryption/decryption key can be used for new
LSUs/LSAs. This requires the key management to be
involved with general network routing operations.

Guard Against Attacks on Routers: We discuss the pos-
sible use of preventive cryptographic countermeasures
when attacks take place on a router. Insider attacks (d)-
(i), (e)-(1), (H)-(i), (g) and (h) are some examples of at-
tacks on routers (marked with v, Y9 and %% %).

For scenario (d)-(ii): Analysis of (d)-(ii) is similar to
(d)-(i). The difference is that the information security pro-
tection is required. We illustrate the reason through a sim-
ple example: LSA contains the bandwidth information of
a particular link [ which is ¢;. When all routers share a
common key to sign/encrypt the LSA, any subverted in-
sider can replay the LSA and possibly change the cryto



key. If we allocate different set of keys to routers and we
sign/encrypt only sub-portion of bandwidth of link [, say
¢}, the insider attacker can only replay the old routing in-
formation ¢;, which only affect part of network resource.
This would mean that not all routers within the link state
routing domain share the same network resource informa-
tion. If we consider a link state routing domain as a trust
domain, via Cy, we can differentiate it as multiple sub-
trust domains. We call the sub-trust domains as virfual
trust routing domains (VTRDs) which will be explained
in more details in the next section. The fundamental idea
of VTRD:s is to build multiple sub-routing systems on top
of the same physical network, so as to protect them from
each other in case of attacks that we have discusses earlier,
so that, if one of the sub-routing system is compromised, it
does not affect others or can only cause minimal damages
to other sub-domains. For example, a router belonging to
a VTRD-A is considered as an outsider of VTRD-B. Thus,
providing confidentiality (C'7) is desired for each individ-
ual LSA, and only the eligible VTRD members can deci-
pher these LSAs. The described attack scenario of (d)-(i)
can still occur. Since all the router share the crypto key,
updating it will not be helpful to prevent the insider from
replaying the old routing packets. Thus, building multiple
VTRDs through C7 can limit the effect of attack d-(ii) on
the network. We will discuss the structure of VIRD in
details in Section I'V.

For scenario (e)-(i) and (e)-(iii): In case of attacks
(e)-(i) and (e)-(iii), [Ag can prevent subverted routers
from substituting the routing information and masquerad-
ing other routers, where data origin authentication is pro-
vided for each LSA and is guaranteed end-to-end.

For scenario (f)-(ii): This scenario is to address exces-
sive routing information burden on routers through over-
loading routers’ input buffer or CPU. It is different from
outsider overload attack (c)-(ii), which only aims to over-
load the immediate routers’ input buffers or CPU. Insider
overload can cause more damage, because the attacked
routers will forward the excessive routing information to
next hop due to flooding. Although some link state routing
protocols set minimal arrival interval to constrain a router
to receive any particular LSA updates, a subverted router
can invent totally new LSA instances constantly. This will
spread throughout the network due to flooding.

In order to constrain the routing data traffic overload at-
tack, we again need to divide the link state routing domain
into multiple small link state routing domains (VTRDs).
We assume here that the network has the link bandwidth
management capability. An illustrative example is shown
in Fig. 1 which represents a network segment containing
three routers. The capacity of a communication link 1-2

[2%s R

uy, VIRD; |3

€3

Communication link 1-2 Communication link 2-3

Fig. 1. Communication link under attack

is c1—9 and VI'RDy and VT RD3 are configured to run
through link 1-2. The bandwidth allocated for these two
VTRDs are 12, and i5_, (the superscript is the identifier
of a VITRD and subscript is the identifier of a link). The
available bandwidth of link 1-2 is given by ay_5. Then,
we have c1_9 = pi2_o+p3_o+aq_o. Similarly, the capac-
ity allocation of link 2-3is co_3 = /.L%_g +ao_3. Note that
the reserved bandwidth is guaranteed through both band-
width management (such as scheduling) and confidential-
ity provided for each VTRD. For example, a particular en-
cryption/decryption VIRD session key is used to provide
confidentiality for a VTRD. In our example, both routers
R1 and R2 can decrypt LSAs for VI'RDs and VT RDs,
R3 can only see the available bandwidth allocation for
VITRDs. R3 do not possess the session key used by
V'T'RDs, it can not forge routing information to announce
allocated bandwidth on link 2-3 for VI'RD>. When sub-
verted router R3 overloads R2, R2 would not forward ex-
cessive routing traffic which exceeds u3_,. The traffic
control is done through bandwidth management. In this
example, the bandwidth management is used to enforce
the network resource allocation and the session key is used
to setup trust among routers, which specify how much net-
work resource is to be trusted among routers.

For scenario (g)-(i): In case of attacks (g)-(i), [Ag can
prevent insiders from denying the origination of sending
false routing information. The authentication code should
provide the evidence that the sender can not deny, for ex-
ample by using digital signature. I Ay proposed in Dou-
ble Authentication [13] can help to build an authentication
chain from the sender to the receiver, which can provide
nonrepudiation services.

For scenario (g)-(ii): The acknowledgement mech-
anism of a link state routing protocol is neighbor-to-
neighbor based. Multiple LSAs can be acknowledged by a
single link state acknowledgement packet. The acknowl-
edgement packet can use shared key between the com-
munication peers to authenticate the received packet. But
we know, using a shared key scheme and the neighbor-
to-neighbor authentication mechanism, there is no way to
explicitly tell who generates the packets due to key shar-
ing. Use of IAg and [ Ay for acknowledgement of ev-
ery LSA is impractical and unnecessary. Moreover, the
receiver can stop responding to acknowledgement. Thus,



using P A for acknowledgement is optional and can only
benefit from preventing “man-in-the-middle” attack.

For scenario (h)-(i): An insider may unintentionally
expose routing information to outsiders or other insiders
that are not necessarily receiving the routing information
(for example, the communication via wireless links). The
analysis of this scenario is the same as scenario (a). Cp
ensures no outsider can reveal the content. Within mul-
tiple VTRDs framework, C'; ensures only eligible VTRD
members can reveal the content within its VTRD.

For scenario (h)-(ii): An insider can deliberately
expose the routing information to anyone. But,
with the routing information protected by C'7, a sub-
verted/compromised router can not expose the routing in-
formation of other VTRDs, which it does not belong to.

B. Summary

In Table II, attacks marked with v ((e)-(i), (e)-(ii) and
(g)-(1)) can be foiled by using TAg or IAy. Attacks
marked with Y% ((a), (d)-(i) and (h)-(i)) can be thwarted
by using C'p, C or key management. We can use preven-
tive cryptographic countermeasures to provide degree of
protection to link state routing from attacks marked with
% % % . Limiting these attacks ((c)-(i), (f)-(i1) and (h)-(ii))
is a challenging task.

We have given the security analysis of preventive cryp-
tographic countermeasures that can be used to guard
against attacks marked with Y% and %% %. We make
the following observations:

o Current network routing lacks a framework for sur-
vivability under security threats to routing protocol.

e Since, the fundamental functions among network
routers are cooperation and coordination, the attacks
marked with Y9 %, except (g)-(ii), can not be to-
tally prevented via preventive cryptographic counter-
measures. Thus, using confidentiality and key man-
agement (the use of C7) provides a natural way for us
to divide the routing domain into multiple small size
virtual trust routing domains (VTRDs). Each VTRD
represents a subset of network resource. In this way,
we can limit attacks within the corresponding VTRD.
The philosophy behind this is that a router need to
know only the necessary routes go through it.

o Network routing is located within network control
plane, which provides network resource allocation
information for network data plane. VTRDs divides
the network resource allocation into multiple small
subset within the control plane. Mapping between
VTRDs and network services (in data plane) is out
of scope of this paper.

Since within a routing domain, an attacker can easily
exploit the system for security holes and deploy attacks
that can go unchecked, the flat trust structure (as it ex-
ists now) for the entire intra-domain routing is extremely
susceptible to such attacks. Our proposed approach is to
divide such a routing domain into multiple VTRDs with
a hierarchical trust among them?. Therefore, authentica-
tion, confidentiality and virtual trust routing domains form
the main components of our new framework. The network
resource management (NRM) and key management (KM)
are the tools that help to create and maintain this frame-
work.

Building multiple VTRDs are required to hide net-
work resource information for particular subset network
routers. It uses encryption/decryption key to identify a
VTRD member. Hiding routing information provides
three-fold benefits. First, it provides a method that uses
key management to control network traffic, such as using
different keys to provide confidentiality for particular al-
location of network resources. We know that key manage-
ment is the foundation of security services, which makes it
easier to integrate quality of services (for example, classes
of services) and strong security services together. Our
analysis of scenarios (d)-(ii) and (f)-(ii) shows the benefits
for building multiple VTRDs to reduce the effect imposed
by insider replay and overload attacks. Second, hiding
particular network resource from other VITRDs users can
avoid exposing network information that can be used by
attackers to explore network vulnerabilities; this then in-
creases the network robustness (as we had discussed in
scenarios (a), (¢)-(i) and (h)). Third, hiding unnecessary
routing information can reduce the routing table and link
state database size and which, then, reduces the amount of
network information that a router needs to know.

IV. SECURE LINK STATE NETWORK ROUTING
FRAMEWORK

There are many proposals to guard against attacks
marked as / and Y. The goal of the new security frame-
work is to safeguard the network routing protocol from
threats marked by s in Table II, and to limit the ex-
tent of damage that can be caused by the attack marked
with Y% % (the attack model and corresponding preven-
tive cryptographic countermeasures have been discussed
in Section III, and the survivability analysis will be given
in Section VII).

Fig. 2 gives an overview of the framework. In this
section, we first discuss briefly the design requirements

3 An illustrative example is presented in Section IV-D.2.
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for the framework. We follow this up with a descrip-
tion of each component of the framework. Our discus-
sion is based on the functionality of each component.
Due to page limit, we leave the detail implementation for
successive papers. The arrows within the figure repre-
sents the communication relations among different com-
ponents. We assume they are all via secure channels.

A. Design Requirements

To our knowledge, there is no specific discussion in the
current literature on what would be appropriately classi-
fied as design requirements. Thus, below, we list which
we believe are major requirements:

e The maximum computational overhead on router’s
CPU is due to shortest path tree (SPT) computation
(Dijkstra for OSPF) [21]. In order to avoid undu-
ely impacting CPU processors, it is highly desirable
that any new add-in security features does not exceed
shortest path computation overhead.

e Current link state routing protocols invoke all types
of communication (point-to-point, multicast, broad-
cast, flooding, virtual-link, etc.). It is desirable that
a new framework be able to support the communica-
tion diversity. Via cryptographic methods, it requires
a flexible group key scheme to support the versatility
of communication types.

o The number of routers deployed within a link-state
routing domain is growing. Moy’s surveys [22][24]
show more than ten-fold increase in seven years.
Therefore, it is desired that the new framework is
scalable.

B. Virtual Trust Routing Domain (VIRD)

The entire routing domain would be divided into mul-
tiple virtual routing domains with a hierarchical trust

among them. We refer to each such domain as a virtud}
trust routing domain (VITRD). Note that the framework
does not need/implies the division of the administrative
domain (of intra-domain routing). Every router that be-
longs to a particular VTRD will have complete routing
information of its own domain, but limited information
of other VTRDs, depending on the level/group it belongs
to. This feature of VIRD would ensure that the dam-
age caused by attacks marked with Y9 % are restricted
within the VTRD to which the compromised router/link
belongs. The working of VTRD can be described as fol-
lows:

e Trust is built among routers, which is set up by
the shared keys among routers or key certificates
provided by some key certificate servers. The
trust validation is processed through cryptographic
operations, such as, authentication and encryp-
tion/decryption. Thus, key management plays an
indispensable role in determining the trust relations
among routers. Each router will have a uniquely de-
fined identification number, called router ID (RID)
(for example, this can be the router’s static IP ad-
dress). The router will also have a uniquely de-
fined cryptographic key, referred to as key ID (KID).
Router’s individual key is assigned by a centralized
control center, such as key distribution center (KDC),
in a secure way (for example, off-line).

e During the procedure of building up adjacency,
router sets up the trust relation with its neighbors,
which is determined by the duple <RID,KID> of
the neighbors. The router should be able to verify
this duple.

e« A VTRD is formed by a subgroup of routers within
a link state routing domain. The creation of VTRDs
is the responsibility of the network resource manage-
ment (NRM) entity. The NRM sends the commands
required for setting up VTRDs. These commands are
encrypted/signed using VIRD members’ individual
key before being sent.

e A VTRD is identified by the triple
<VID,SKID,VKID>*. A VTRD session key
is used by VIRD members to encrypt routing
information. The VTRD session key is encrypted
by the subgroup key (served as the Key-encrypting
Key— KEK), which is shared among the subgroup
members. This framework allows to build multiple

4VID: VTRD ID; SKID: Subgroup Key ID — identifies the subgroup
key that is used as the KEK to encrypt VTRD session key and the
VTRD members form the subgroup — they all share the same subgroup
key; VKID: VTRD Key ID — identifies the session key used by a par-
ticular VTRD.



VTRD among same subgroup of routers.

e NRM creates multiple VTRDs based on a com-
prehensive analysis of overall network performance
(through a set of sub optimal functions). It involves
the security requirements (for example, as less over-
lapping among multiple VTRDs as possible) and net-
work resource reservation mechanism (a pipe view
of network resource). With the changing of time,
the parameters of network security and network re-
source might change. The NRM needs to change the
VTRDs accordingly. In this paper, we do not discuss
how NRM manages the network resource.

The VTRD session key can be used by VIRD users to
derive routing information. When the network is under at-
tack, the VITRD session key needs to be updated through
subgroup key (KEK). From the NRM’s point of view, the
relation among VTRDs can be mutual exclusive or pri-
oritized. NRM decides and enforces this relation by is-
suing the commands to build different VTRDs. Informa-
tion level confidentiality (IC) is used to reserve network
resources for a particular VTRD. These information can
be decrypted only by the members of that VTRD.

C. Network Resource Management (NRM)

Together with key management (KM), NRM plays an
important role for our framework to provide survivability.
It servers as a coordinating center to create or withdraw
VTRD. In this paper, we assume it is protected well from
both insiders and outsiders, and NRM has secure channel
connection to every router.

The traffic management (TM) and intrusion detection
system (IDS) report network status and security events to
NRM. Based on this information, NRM makes the deci-
sion on creating or withdrawing a particular VTRD. We
note that the implementation details is out of scope of this
paper, our focuses are the functionalities provided by each
component.

1) Reports from TM: TM maintains the database of
historic network traffic pattern, network topology and net-
work resource allocation information. To simplify the
communication overhead, we consider the TM is inte-
grated with NRM and serve as a subsystem of NRM (see
Fig. 2). TM also provides historical network statistics
to IDS, which helps IDS to take decisions. We are not
addressing the information shared between TM and IDS
in this paper. Note that any new physical information
changes need to be registered at TM in advance.

TM also collects the network traffic pattern informa-
tion. The granule of historic network traffic pattern can be
daily, weekly or monthly, which reduce the traffic fluctu-
ation or attack on the network. The traffic pattern infor-

TABLE III 9
REPORTS To/FROM TM

| Information (to NRM & IDS) |

static topology

dynamic | topology

dynamic | VTRD

static link capacity
dynamic | occupied bandwidth
dynamic | available bandwidth

| Information (from KM) |
‘ crypto keys for each VTRD ‘

mation can help NRM to allocate VTRD to avoid conges-
tion.

TM maintains two types of network topology and net-
work resource allocation information: static and dynamic.
When new routers or links are added into the network,
the static network topology and corresponding link ca-
pacity information are required to be updated via offline
method. The dynamic information includes the current
connectivity status of network and traffic pattern informa-
tion, which can be collected periodically. Due to flooding,
TM also can monitor the network routing packets propa-
gated on the network to derive network topology changes
and VTRD locations. It requires KM to inform TM about
the crypto keys used by each VITRD. Table III gives a
summary of the reports from TM

2) Reports from IDS: We assume IDS can detect any
type of attacks targeting link state routing. One of phe-
nomenal work in this area is by Wang, Yifei and his work
group — JiNao [32]. The proposed wrapper based link
state routing IDS is integrated with network management
system. Due to our proposed strong security featured link
state routing (information level authentication and confi-
dentiality), the link state routing can provide explicit ev-
idence to the IDS, which help reduce both false positive
and false negative. Our focuses in this paper is to build
a new framework (VTRD) for link state routing. So we
leave the detail of IDS involvment into the framework as
a part of further research. We present a summary of the
content IDS report in Table IV.

3) NRM operations: NRM informs KM to dis-
tribute/update crypto keys that used by each router. NRM
also adjust VTRD deployments based on network re-
source allocation (reported from TM) and security alerts
(from IDS).

NRM construct VTRD via flooding procedure based on
the extension of link state routing protocol, for example,
opaque LSA used by OSPF [7].

NRM constructing/withdrawing VTRD needs to fulfill
the following prioritized requirements:



TABLE IV
REPORTS FROM IDS

| Information (to NRM)

o identify insider/outside attacks

o identify attack locations

e identify subverted router

e identify attacking targets

o identify attacking methods

o identify compromised VTRD

o identify compromised network services

i Fulfil security requirements (S): isolating a sub-
verted router, detouring from compromised links.

ii Fulfil traffic requirements (T): mapping service
level requirements to the VTRD. The VTRD is con-
structed based on network resource reservation via
hidden routing information. The used crypto key is
a trust token that used to identify how much trust is
build among a subset of network routers. Mapping
the service level requirements to VTRD requires the
network router to have traffic management capabil-
ity.

iii Fulfil the survivability requirements (I'): The over-
lapping of multiple VTRDs should be as small
as possible. When small number of routers are
compromised, it will affect the smallest number of
VTRDs.

NRM uses one or multiple comprehensive optimized
functions JF to make the decision of construct-
ing/withdrawing VTRD; such as F(S,T,T"), where, S,
T and I' represent security requirements, traffic require-
ments and survivability requirements respectively. The
function F can be constructed based on some experimen-
tal work for particular network.

NRM constructs/withdraws VTRD based on the infor-
mation from IDS and TM. It informs network routers to
adjust the VTRD setting using the unique shared key pos-
sessed by pair of NRM and routers. Whenever necessary,
NRM informs the KM to issue/update key set possessed
by each router.

D. Key Management (KM)

An efficient key management needs an efficient keying
scheme that can reduce the management overhead. In this
section, we discuss the requirements of the keying scheme
and present a simple example to show its usage.

Creating VTRDs in a routing domain, providing IA
and confidentiality to the routing information require an
efficient symmetric keying scheme. The keying scheme
would be deemed suitable for this purpose if it displays
the following features:

i Due to frequent routing information exchange, tH&
use of shared key scheme is desired in order to min-
imize computational overhead.

ii It is flexible in order to support group/subgroup
communication to reduce overhead caused
by subgroup formation process. = When NRM
builds VTRDs, it only distributes the triple
<VID,SKID,VKID>, encrypted VIRD session
key (encrypted by subgroup key), and related
network resource information to each VTRD
member. It is desired that a router be able to
generate the corresponding subgroup key from
<VID,SKID,VKID>.

iii The size of the shared key of a router needs to be
moderate.

1) Secure Group Communication Keying Scheme
(SGCKS) : Our framework needs a secure group com-
munication keying scheme (SGCKS). For SGCKS, a key
distribution center (KDC) is needed which allocates se-
crets to each group member (router) in advance. We call
these “secrets” as key generation seeds (KGS). The KGS
can be used to generate the group/subgroup keys. The
subgroup of routers can build a VTRD and the subgroup
key is used as a KEK to encrypt routing information prop-
agated throughout the routing domain.

A brief representation of SGCKS using mathematical
notations is given below:

G:  Group, where |G| = n.

S: Subgroup, which is a subset of a group and S C

G.
T Group member, G = {2P|p = 1,2,....,n;p €
N andn > 2}.

K:  Key, generated from KGS.

F:  Key generation function, K = F(KGS).

Superscript: Identify the source of (a) communication

peer(s).

Subscript:  Identify the destination of (a) communi-

cation peer(s).

Within group G, a group member zP, p € {1,2,....,n},
can use its K GSP to generate subgroup KGSY, where
the communication subgroup S = s U {p}, and s C G,
S C G. Group member 2” uses the subgroup key K% =
F(KGSY) to communicate with other subgroup members
of s.

There are many candidates for SGCKS, two good sur-
veys can be found at [30] and [25]. We do not address in
detail here.

2) Implementing Components of the Framework Us-
ing SGCKS : One of the fundamental functionality of
routers is to exchange routing information. Thus, we can
not prevent insiders (both “good” and “bad’) from receiv-
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ing/understanding the routing information. These proper-
ties determine that the network routing are vulnerable to
insider attacks. When an insider attack occurs, the whole
system can be compromised. To limit the attack’s range,
we can model the physical network as multiple virtual net-
works, which are represented as multiple VTRDs. Each
VTRD can be configured corresponding to a certain net-
work service or a particular group of nodes. Note that
routers belonging to a VTRD share a common subgroup
key.

We now present a simple illustrative example with a 4-
router network shown in Fig. 3; key relations based on
SGCKS are shown in Fig.4. Keys K', K?, K3 and K*
are assigned by KDC to routers R1 R2, R3 and R4. Three
VTRDs are constructed by the network’s NRM system.
To provide confidentiality for these VTRDs, routers use
different subgroup keys as KEKs to encrypt routing in-
formation. Using SGCKS, subgroup keys can be derived
following the direction of arrow lines. Suppose that one of
the link attributes that we want to communicate is the link
capacity through LSA of the link-state routing protocol,
and that we want different VTRDs to use a different value
of the link capacity (or rather “reduced” capacity) for its

TABLE V 11
MUTUAL EXCLUSIVE VTRD

VTRD | KEK Link(capacity)
1 K4y 1-4(2)
2 Kii9) 1-2(2)
3 K123 | 1-2(2),2-3(2)
TABLE VI
PRIORITIZED VTRD
VTRD | KEK Link(capacity)
1 K14 1-4(3)
2 K234y | 1-2(1), 1-3(1), 2-3(1)
3 K123 1-2(3), 2-3(3)

own domain. For example, we set the capacity of every
physical link to be 4 units. When three VTRDs are mutu-
ally exclusive and the capacity requirement of each links
in VTRD is 2 units, the used subgroup keys and LSAs
flooded through out the network are shown in Table V.
Only the routers in the subgroup can decrypt the corre-
sponding VTRD routing information.

When three VITRDs are prioritized, we assume that
VITRD; and VI'RD3 are at the same priority level, and
they both preempt VT'RD5. The required bandwidth for
each link of VITRD is 3 units, then the used subgroup
keys and LSAs flooded in the network are shown in Ta-
ble VI. In this case, VI'RDj can use group key K1 9 3 41
to encrypt the routing information 1-2(1), 1-3(1), 2-3(1);
the total capacity available for VT'RD5 is 2 units via to
two paths (path 1-2, and path 1-3-2). Both VI'RD; and
VT RDs members can see that there is 1 unit (owned by
V'T'RD5) as available capacity on links 1-2, 2-3 and there
are 4 units available on link 1-3. Note that the (virtual)
topology of VI'RDs in Fig. 3 is changed as well.

V. GENERATING VTRDS

Creating VTRDs is the job of NRM and algorithms
used to create VTRDs is versatile. In this section, we pro-
pose one approach based on k-shortest path algorithms.

A. Assumptions

We propose a fixed network scenario to create VITRDs.
The assumptions are listed as follows:
o Network is composed by three types of routers, they
are:
— Ingress routers: located at the edge of routing
domain (local service provider side).
— Egress routers: located at the edge of routing
domain (long distance service provider side).



— Intermediate routers.

o We classify the ingress routers as sources and egress
routers as sinks. And, the number of sources equal to
the number of sinks.

e One VTRD is represented by a shortest path between
a pair of source and sink. Multiple shortest paths may
coexist and are vertex-disjoint.

o Every shortest path can fulfil network traffic require-
ment.

e The sources and sinks are not fixed. This means that,
as long as there is a path between a pair of source
and sinks, the network service can be fulfilled. For a
VTRD, the path assignment is independent.

B. Paths Generating Algorithms

Bhandari summarized many k-shortest path algorithms
in [4]. Our path generating algorithms are based on sev-
eral algorithms proposed in that book. k(> 2) vertex-
disjoint pathes algorithm and revised version of multiple
sources and destinations disjoint paths algorithm is pre-
sented in Appendix II.

C. Relation among VIRDs

The proposed approach to build VTRDs ensure the in-
dependence among all VTRDs that provide strong surviv-
ability when a router is compromised. Any single router
failure of a VTRD would not affect other VTRDs. But,
this approach has some limitations. First, the number of
VTRDs is constrained by the number of shortest paths that
can be found among sources and sinks. Second, it is hard
to fulfill the VTRD creating demands, in the scenario, that
VTRD is formed between any pair of routers. Third, it
does not provide the protection for a VTRD when one of
its router is compromised.

To overcome the presented limitations, in Section VIII-
B, we also formalized a more complete network model
(based on graph theory) and list several possible problems
for further research.

VI. COMPUTATIONAL IMPACT

In this section, we present the computational impact of
our proposed approach. Recall that our proposal requires
information level authentication and confidentiality as the
preventive countermeasures for threats y% and sk, re-
spectively. This means that the router needs to store the
cryptographic keys, sign the LSAs that it originates and
also encrypt that information before it is sent. Moreover,
the number of LSAs that a router originates for each link
is now a multiple of the number of VITRDs that shares

that link. Therefore, an important issue is the implemen?
tation of this framework and in what way would it impact
router CPU. In this section, we address this issue by doing
a worst case analysis for both CPU time complexity and
communication overhead. For this analysis, we use OSPF
as the link state routing protocol.

A. Evaluation Assumptions

According to Moy [21], the router CPU usage is domi-
nated by the length of time it takes to run the shortest path
first (SPF) calculation in OSPF. The complexity of this
process grows quadratically with the number of routers in
the routing domain. Routers are designed to carry out this
task efficiently.

For simplicity of the analysis, we make the following
assumptions:

e The network is designed optimally in accordance
with the guidelines provided by Aho and Lee [2].
Therefore, the worst case complexity of the number
of LSAs contained in a single link state update packet
is O(N*/3) for a network with NV nodes.

e Moy in his analysis [21] indicated that the average
size of the LSA to be 64 Bytes back in 1991. We
assume the size to have doubled for our analysis.

o The OSPF standardization report [24] states that the
mode of the number of routers in a single domain in
a real OSPF deployment is 350. All our analysis is
done for 400 nodes.

o LSA arrival and processing usually occurs at differ-
ent frequency/time than the shortest path calculation.

o The job being processed is never preempted.

e We have computed the benchmark for the speeds of
encryption/decryption and hashing schemes, using
crypto++ [10], on a Windows 2000 Professional sys-
tem that has a x86 (family 6) processor with a clock
speed of 930 MHz. We have also computed the Di-
jkstra’s shortest path with varying number of nodes
on this machine. We assume that one would observe
similar (not same) trend if these computations are
done on any other system.

o Each VTRD shares all the links in the network. This
would be the worst case for number of LSAs gener-
ated for each link.

B. CPU usage for confidentiality

We assume that the time required to find the level of the
key used for encryption, by looking up the LSA header, is
accounted for in the fixed processing time. We also as-
sume that the processing time for LS Update packet is go-
ing to be dominant. This assumption is made based on
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the fact that there are additional functions to be carried
out with each LS Update packet. The extra complexity
introduced is due to a) decryption of LSAs while process-
ing the LS Update packet, and b) encryption of LSAs re-
trieved from the LS database before bundling them into
an LS Update packet and flooding. In order to see how
the time needed to encrypt/decrypt all the LSAs in the LS
Update packet, we have used the benchmark for speeds
of various encryption/decryption algorithms that we have
computed.

Fig. 5 is the plot to evaluate the performance of various
algorithms for encryption/decryption. We have also plot-
ted the SPF computation in the figure. We observe that
the best performance (as far as CPU usage time is con-
cerned) is given by Rijndael (AES) [1], while 3-DES [15]
is the most time consuming algorithm for all the cases.
We also observe that the CPU usage time increases with
the increase in number of VIRDs. Moreover, with the
AES encryption/decryption scheme, a router in a domain
with 30 VIRDs generates the same overhead as that of
the SPF. Our intention here is to show the performance of
algorithms for encryption/decryption and not to suggest
which among these should be used. Rather, our analysis
here is to show that addition of such functions do not nec-
essarily impose undue burden on routers.

C. Communication Overhead

The communication overhead is the size of the infor-
mation that has to be carried along with the packet in or-
der to support various schemes. In case of confidentiality,
the inputs of cryptographic algorithm may be padded and
the outputs may be compressed; this depends on crypto-
graphic algorithm used. The variance may be neglected.

TABLE VII 13
TYPES OF LOGICAL NETWORK FAILURE

| Type | Threat actions (Attacks) | Label | Remarks |

Outsider wiretapping (a) * %

I Insider undeliberate exposure | (h)-(i) | %%
Insider deliberate exposure (h)-(i) | k%
Outsider replay (d-G) | %%
Outsider interference ©-G) | %k*

I Insider replay (d)-(Gi) | Hk*
Insider Overload ®)-3Gi) | dk*
Insider Over/Under/Mis claim | * *

*: An insider attacker misuses the network resource
under its control.

VII. EVALUATION OF SURVIVABLE NETWORK
FRAMEWORK

In this section, we analyze the control plane failures and
then set up the evaluation model to analyze the robustness
of presented VTRD framework.

Conceptually, network failure include physical network
devices failure and logical network failure. Physical
network devices failure include nodes failure and links
failure. The corresponding damages to the network is
straightforward. The device is either functional or dys-
functional. In this paper, we consider the physical net-
work devices failure as a consequence of an attack. The
possible failure size/range of physical network is one of
parameter to evaluate our presented framework.

A. Logical network failure

We define the logical network failure as an attacker
hacking into the system and utilizing the system resource
to deploy network attacks. It is also called Byzantine fail-
ure, which can cause more damage than just simple link
or node failures. The attacker can utilize network con-
trol plane, i.e. routing, to deploy more efficient attacks
to cause wide area network turbulence or intercept critical
data traffic. Moreover, it is hard to locate logical network
failure as compared to physical network failure, because
attackers always try to hide their location and make the
network suffering longer.

In this paper, all our analysis is based on the attack
model presented in Table II, Section III. We focus on at-
tacks marked by Y% and s % % except the attack false
denial of receipt (label (g)-(ii)). In addition, we add the
analysis of overclaim, underclaim and misclaim, in which
an insider attacker misuse the network resource under its
control.

Based on attack consequences, we classify the network
failure caused by attacks into two types (shown in Ta-
ble VII):



Information based failure: the attacks target
at deriving network resource allocation informa-
tion.

Type-1I Operation based failure: the attacks target at
compromising or misleading network operation.

Type-1

When an attacker hacks into a network router, we call
the router as a subverted router. As a result, we assume an
attacker takes over the router and usurp all the knowledge
the subverted router has. To analyze Type-I failure, we
use P to represent the overall information of a link state
routing domain, S, represents the information known by
a router ;. Thus, we have equation:

where, L, represents the proportional information a
router r; has, where there are n routers within the link
state routing domain, ¢ = 1,...,nand P = (S,, U... U
Sy, ). We define the information survivability as I", which
represents the proportion of safe information, i.e.

good

r=> L,

where r; is a good router. If we consider that each router
has equal probability to become a subverted router, ob-
viously, £,, = ... = L, is the condition to minimize
the variance Vi (I") of k subverted routers, where k < n.
Accordingly, the expectation E,,_(T") represents the sur-
vivability of a link state routing domain with %k subverted
routers. The condition £,, = ... = L, specifies that the
survivability is router independent. In real network, some
router may get more security preference than others, such
as minimum network cut routers, edge routers, etc. In this
paper, to make the analysis easier, we assume all routers
have same security preference.

The survivability analysis based on Type-II failure is
similar to the analysis of Type-I failure. Based on our pro-
posed VIRD framework, the consequence of failure is the
incidence of overall network, i.e. the proportional num-
ber routers that recognize the VITRD session key. This is
based on the fact that, within a VTRD, a subverted router
can compromise or mislead other routers that use the same
VTRD session key. Thus, for Type-II failure, we still can
use the survivability I' defined in the analysis of Type-I
failure.

)

B. Survivability Analysis

To find the maximum survivability I', we need to de-
fine P and L,, to fulfil Equations 1 and 2. The VTRD
framework proposed in Section IV is based on subsets of

routers within the link state routing domain, and within'd
VTRD all routers use a shared VTRD session key to dis-
seminate routing information. Thus, we define P as the
set of all possible VIRDs of a link state routing domain.
We note that a VTRD is composed by a subset of routers,
which is connected by communication links. To form a
virtual routing domain, a VITRD needs to provide end-
to-end guarantee to support data traffic. This means that
there should be at least an ingress and an egress router.
Thus, the minimal composition of a VTRD is the routers
on a routing path within the link state routing domain. In
our analysis the granularity of a VTRD is a routing path
within the link state routing domain. We then use P to
represent all possible routing paths within the link state
routing domain. The S,, is one possible routing path that
contains router r;. Our optimization goal is to maximize
T', in another words, to minimize the effect of a node fail-
ure. It is equivalent to making P as big as possible as well
as to make S, as small as possible. One way to achieve
this is to distribute VTRD session keys evenly and to avoid
depending on some nodes heavily.

Once router 7; is compromised, it will affect all VTRDs
that contains ;. All other VTRDs that do not contain 7;
will not be affected. Thus, the survivability defined in
Equation 2 is also referred as usable rate under network
stress.

VIII. CONCLUSION

In this paper, we present the motivation for requiring se-
curity features in routing in order to build a framework for
survivable network. This framework emphasizes the use
of efficient cryptographic countermeasures for network
survivability against security threats to link state routing
protocol. This framework relies on providing informa-
tion level authentication & information level confidential-
ity that can be imbedded in link state routing protocol with
assistance of a key management system that uses secure
group communication.

A. Pors and Cons

While we have already illustrated several benefits of our
approach, we provide below a summary on pros and cons
of our approach:

Pros:

« It prevents attacks marked by % and v %, and limits
the damage caused by Y%k %.

o Proposed security features are add on components,
which do not change operational functionalities of
current link state routing protocols.



o Most threats targeted at link state routing can be pre-
vented by using preventive cryptographic counter-
measures. And for some “hard problems”, they can
create useful network routing status information for
detection and recovery systems.

e Our computational assessment shows that the routers
would have the ability to handle the extra processing
required for the new framework, with some increase
in memory requirement.

Cons:

o Link bandwidth management is needed to help pre-
vent certain threats, which is typically not support in
current best effort network.

o Multiple VTRDs will increase the number of LSA
within a LSU, which will increase the traffic load due
to routing updates.

B. Further Research

Since all routers of a VIRD use the same session key to
encrypt/decrypt routing information belong to that VTRD,
we transform the path finding problem to VTRD session
key distribution problem. It is shown as follows:
INSTANCE: Given a network, represented by a graph
G(V, E), where V is the set of vertices and F is the set of
edges, |V| = n.

QUESTION:

(1) If there exists a distribution of n(n — 1)/2 distinct
source-sink paths (vertices can overlap) that minimize the
maximum number of paths that went through a vertex,
msin néavx{Sn}, here S,, is the path function that repre-
sentsznumber of path that router r; involved into.

(2) If there exists a distribution of n(n— 1) distinct source-
sink paths (vertices can overlap) that minimize the maxi-
mum number of paths that went through a vertex. This re-
quires each pair to have two vertex-disjoint paths. These
two paths can be backup for each other and the VTRD
session keys for each path is different. We call each path
a sub-VTRD of a particular VTRD.

(3) Network resource allocation issues to support VIRD
routing framework.

(4) Due to hiding routing information, each router within
link state routing domain might have different view of net-
work. It is yet to be determined whether this might cause
any instability or convergence problem of link state rout-
ing protocol.

REFERENCES

[1] AES Algorithm (Rijndael) Information, http://csrc.
nist.gov/CryptoToolkit/aes/rijndael/.

[2] A. V. Aho and D. Lee. “Hierchical Networks and the LSA N-
Squared Problem in OSPF Routing”, IEEE GlobeCom2000.

(3]

(4]
(5]

(6]

(7]
(8]
(9]
[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]
[19]
(20]
[21]
[22]
(23]
[24]
[25]

[26]

[27]

D. Beard, S. Murphy and Y. Yang, “Generic Threats 13
Routing Protocols”, work in progress. Available from
http://www.ietf.org/internet-drafts/
draft-beard-rpsec-routing-threats-01.txt

R. Bhandari, “Survivable Networks - Algorithms of Diverse
Routing”, KLUWER ACADEMIC PUBLISHERS, 1999.

A. Chakrabarti, G. Manimaran, “Internet Infrastructure Security:
A Taxonomy”, IEEE Network, November/December 2002, Vol.
16 No. 6.

S. Cheung, “An efficient message authentication scheme for link
state routing ”, 13th Annual Computer Security Applications
Conference (ACSAC ’97).

R. Coltun, “The OSPF Opaque LSA Option”, RFC 2370, July
1998.

R. Coltun, D. Ferguson and J. Moy “OSPF for IPv6”, RFC 2740,
Dec 1999.

D. Coppersmith, M. Jakobssony, “Almost Optimal Hash Se-
quence Traversal”. Finacial Cryptography, 2002.
Crypto++  Version 5.0. Available from
sourceforge.net/projects/cryptopp/.
M. Gupta, N. Melam, “Authentication/Confidentiality
for OSPFv3”, Internet  draft, November, 2002.
http://www.ietf.org/internet-drafts/
draft-ietf-ospf-ospfv3-auth-00.txt.

R. Hauser, T. Przygenda, and G. Tsudik, “Lowering Security
Overhead in Link State Routing”, Computer Networks (Amster-
dam, Netherlands: 1999).

D. Huang, A. Sinha, D. Medhi, A Double Authentication Scheme
To Detect Impersonation Attack In Link State Routing Proto-
cols, Accepted for publication and presentation at IEEE Interna-
tional Conference on Communications (ICC 2003), Anchorage,
Alaska, USA on May 11-15, 2003.

K. J. Houle, G. M. Weaver, N. Long and R. Thomas*“Trends
in Denial of Service Attack Technology”, CERT® Coordi-
nation Center, 2001. http://www.cert.org/archive/
pdf/DoS_trends.pdf.

R. Housley, “Triple-DES and RC2 Key Wrapping”, RFC 3217,
December 2001.

IETF Routing Protocol Security Requirements (rpsec) work-
ing group http://www.ietf.org/html.charters/
rpsec—charter.html.

“Intermediate System to Intermediate System Intra-Domain
Routeing Exchange Protocol for use in Conjunction with the Pro-
tocol for Providing the Connectionless-mode Network Service
(ISO 8473)”, ISO DP 10589, February 1990.

S. Kent, R. Atkinson, “Security Architecture for the Internet Pro-
tocol”, RFC 2401, November 1998.

H. Krawczyk, M. Bellare, R. Canetti “HMAC: Keyed-Hashing
for Message Authentication”, RFC2104, February 1997.

M. Jakobsson, “Fractal Hash Sequence Representation and
Traversal”. IEEE International Symposium on Information The-
ory, 2002.

J. Moy, “OSPF Protocol Analysis”, RFC 1245, 1991.

J. Moy, “Experience with the OSPF Protocol, RFC 1246, 1991.
J. Moy, “OSPF version 2”, RFC 2328, April 1998.

J. Moy, “OSPF Standardization Report”, RFC 2329, April 1998.
M. J. Moyer, J. R. Rao and P. Rohatgi, “A Survey of Se-
curity Issues in Multicast Communications”. I[EEE Network,
Novermber/December, 1999.

S. Murphy, M. Badger and W. Wellington, “OSPF with Digital
Signatures”, RFC 2154, June 1997.

P. Papadimitratos, Z. J. Haas, “Securing the Internet Routing In-
frastructure,” IEEE Communication, October 2002.

http://



[28] R. Perlman, “Network Layer Protocols With Byzantine Robust-
ness,” MIT/LCS/TR-429, October, 1988.

[29] R. Shirey “Internet Security Glossary”, RFC 2828, May 2000.

[30] D. R. Stinson, “On Some Methods for Unconditionally Secure
Key Distribution and Broadcast Encryption”. Designs, Codes
and Cryptography, 12, pp. 215-243, 1997.

[31] B. Vetter, F. Wang and S. Wu, "an Experimental Study of Insider
Attacks for OSPF Routing Protocol”, IEEE International Con-
ference on Network Protocols, pp. 293 - 300, October 1997.

[32] F. Wang “Vulnerability Analysis, Intrusion Prevention and De-
tection for Link State Routing Protocols”, PhD thesis, 2000.

APPENDIX I
ATTACK MODEL

A. Link state routing model

The open shortest path first (OSPF) [23] is the most
popular link state routing protocol. Based on it, we for-
mulate a simple link state routing model to identify the
security issues we will address in this paper.

Link state routing model is composed of physical enti-
ties (routers and communication links) and logical entity
(link state routing protocol running in the routers). Within
link state routing domain, each router originates the link
state information for the link that has the direct connection
with the router (the link state information is directional)
and floods? this information to its neighbors. A receiving
router will forward the routing information (unmodified)
via flooding again. Therefore each router will have the
same view of the network. When a router joins the net-
work, it needs to synchronize the link state database with
its neighbors. The granularity of routing information in
link state routing protocol is the link state of a router’s
interface. This information is called the link state adver-
tisement (LSA). During flooding, multiple LSAs can be
encapsulated in a single link state updates (LSU) routing
packet.

The security issues related to the link state routing
model can be broadly classified as security for network
device, operational security and communication security.
The security for network device concerns the physical ac-
cess to the routers and communication links. The oper-
ational security includes the access control of operating
system of a router, privilege mode of a router, etc. The
communication security is related to the transmission, re-
ception and processing of routing data (LSAs and LSUs).
Note that all data security related issues we discussed in
this paper is based on ROUTING DATA but not user data
and we focus on the communication security aspect of the
link-state routing protocol.

SFlooding provides reliable data transmission, in which a router for-
wards the routing packets to every interface except the one it receives
the routing packets.

B. Threats to Link State Network Routing 16

In order to categorize the security threats to the rout-
ing protocol, we first need to identify the possible threat
sources and their actions. We will follow definitions
(such as threats, insider/outsider, etc.) provided in
RFC2828 [29] and Beard et al. [3] for this purpose, and
use them in the context of network routing and routing
protocols.

Threat Sources: The threat sources for link state rout-
ing can be through communication links and routers. Al-
though, there could be some malicious network opera-
tors/administrators involved, we consider that the final
threat actions are originated from network components,
such as communication links and routers. We classify
them into two groups: insiders and outsiders. The le-
gitimate devices that lie inside the link state routing se-
curity perimeter are called insiders. The devices that lie
outside the link state routing security perimeter are called
outsiders. The security perimeter defines a router/link’s
authorized role in network routing, which includes two
parts: identity and functionality. For example, a valid
router (or an insider) is authorized to perform routing
functions, such as exchanging routing information, and
associates with an unique router ID. But sometimes, it is
easy to be confused in term of masquerading with the def-
inition of insider and outsider. Note that an outsider can
masquerade to generate routing information as an insider.
It has no valid identifier and is not authorized to perform
routing functions. An insider can also masquerade as an-
other authorized router and generate forged routing infor-
mation. It has valid identifier, but it is not authorized to
impersonate other routers or forge other routers’ routing
information. To make it clear, our definition of “autho-
rized” is from overall routing operational functionalities
per se. For example, a router/link is authorized as part of
routing domain to exchange routing information and pos-
sesses a valid identifier. In this sense, we always say an
outsider is unauthorized and an insider is authorized.

Threat Actions: Threat actions are also called attacks.
Here, all our discussions focus on the origination, ver-
ification and transmission of routing data. The attacks
can be active or passive®. These attacks can be clas-
sified based on threat sources — insiders and outsiders.
This classification helps to categorize corresponding pre-
ventive cryptographic countermeasures which will be dis-
cussed in Section III-A. Note that we discuss the at-
tack model that an attacker compromises other routers’ re-

SThreat actions are identical to attacks. Defined in RFC 2828: An
“active attack” attempts to alter system resources or affects their oper-
ation. A “passive attack’ attempts to learn or makes use of information
from the system but does not affect system resources.
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source. Thus, we exclude the discussion of insider attack-
ers overclaim/underclaim/misclaim the network resource
that under its control. For example, a subverted router
claim the bandwidth attach to one of its interface is w, but
in fact, the actual bandwidth is r, where w # r.

1) Attacks by outsiders: 1t is initiated by an unautho-
rized router/link.

(a)

(b)

(c)

Sniffing (passive): Monitoring and recording
routing data transmitted on the communication
links among routers; see Fig. 6(a).

Falsification and masquerading (active): This
can be of three kinds: (i) Substitution: alter-
ing or replacing valid routing information with
false routing information; see (1) in Fig. 6(b),
(i1) Insertion: introducing false routing data that
serves to deceive an authorized router; see (2) in
Fig. 6(b), (iii) Masquerading: impersonating an
authorized link/router; see (3) in Fig. 6(b). The
masquerading is usually executed concurrently
with substitution and/or insertion.

Obstruction (active): This attack can be of two
types: (i) Interference: an attacker can block the
transmission link by cutting off the transmission
link or introduce noise into the transmission link
to prevent the victims from receiving the routing
information correctly; see (1) in Fig. 6(c), (ii)
Overload: an attacker can place excess dummy
routing traffic that can saturate the victim’s input
buffer or exhaust victim’s CPU capacity; see (2)
in Fig. 6(c).

(d)-(1) Replay (attack): a valid routing data transmis-

sion is maliciously or fraudulently repeated by
an outsider; see (1) in Fig. 6(d).

(c) Outsider obstruction (d) Replay
M, ®
(1)(2) @

Insider attacks (d)-(ii) and (e) to (h),
M: routing message from sender
Mg: dummy routing traffic that cause overload

(g) Repudiation

(h) Exposure

R:receiver (or victim)  A:
M’: forged routing message of
--»: delayed

(S:sender

2) Attacks by Insiders: This form of threat actions is
initiated by a subverted router/link.

(d)-(ii) Replay (active): a valid routing data transmis-

(e)

®

(@

sion is maliciously or fraudulently repeated by
an insider; see (2) in Fig. 6(d).

Falsification and masquerading (active): (i) Sub-
stitution: altering or replacing valid routing data
with false routing data; see (1) in Fig. 6(e), (i)
Insertion: introducing malicious routing data to
overclaim/underclaim the network resource pos-
sessed by the subverted router or misclaim net-
work resources possessed by other authorized
routers; see (2) in Fig. 6(e), (iii) Masquerad-
ing: impersonating other authorized routers; see
(3) in Fig. 6(e). This is the same as specified
in outsiders’ threat actions; the masquerading is
usually executed concurrently with substitution
and/or insertion.

Obstruction (active): (i) Stop forwarding: the
subverted router does not forward received rout-
ing packets; see (1) in Fig. 6(f), (ii) Overload:
excessive routing information processing burden
is placed on the router in order to saturate the
victim’s input buffer or exhaust victim’s CPU
capacity; see (2) in Fig. 6(f).

Repudiation (active): (i) False denial of origin:
a subverted router denies the operations that it
had done on the transmitted routing information;
see (1) in Fig. 6(g), (ii) False denial of receipt:
a subverted router denies receiving the routing
data; see (2) in Fig. 6(g). Although, an outsider
can repudiate what it has done, it is more crit-
ical for insider attacks. A subverted router can



cause more serious problem when they are au-
thorized to perform routing functions. Quickly
identifying the subverted routers/links will help
to reduce the recovery time imposed by the at-
tacks.

Exposure (active): (i) Indeliberate exposure: a
router unintentionally releases sensitive routing
data to attackers (both insiders and outsiders);
see (1) in Fig. 6(h), (ii) Deliberate exposure: a
subverted router intentionally releases sensitive
routing data to attackers (both insiders and out-
siders); see (2) in Fig. 6(h).

We note that in our classification all attacks originated
from outsiders occur on the routing transmission links,
e.g. Fig 6(a) to 6(d). In them, attacks (c)-(i) and (d)-(ii)
need to get access to transmission link first and then at-
tackers can launch attacks. Attacks originated from insid-
ers are generated by the subverted routers, e.g., Fig 6(d) to
6(h). When an outsider successfully takes over an autho-
rized router, it becomes an insider (or subverted router).

(b)

APPENDIX 11
k-SHORTEST PATH ALGORITHM

A. BFS algorithm

Stepl.  Start with d(A)=0, d(i))=INF Vi € V(i # A).
Assign P(i)=A Vi € V(i # A). Let YT denote
the set of vertices from which search or scanning
(fanning out) takes place in a given iteration, and
let Y I denote the set of vertices whose labels
are updated in that iteration, Y ; denotes the
set of neighbor vertices for vertex j. Start with
YT = {A}.

Step2. SetY! =&
vjexT,
do the following:

Vi € T if d(j)+1(i)<d(i) and d(§)+1(i)<d(Z),
set (d(1)=d(j)+1(i), P(1)=j, and
Y =1lu{i};
set YT =711 — (Y n{Z}).
Step3. If YT = &, END;

otherwise go to 2.

B. k(> 2) Vertex-disjoint Paths Algorithms

In general, k Vertex-disjoint paths are obtained from
a knowledge of £ — 1 vertex-disjoint paths by applying
the shortest path algorithm in a modified graph. The
modified graph is obtained by replacing the edges of the
k — 1 vertex-disjoint paths with arcs directed towards the
source vertex, and making these arcs negative; in addition
the vertices (except the endpoint vertices) of the k — 1

Fig. 7.

k paths of the shortest pair; the cloud represents all possible
one-one pair connection among A; and Z; (i < k)

disjoint paths are split in accordance with Vertex-Splitting
method.

Vertex-Splitting method

1. For the given pair of vertices under consideration,
find the shortest path using BFS algorithm.

2. Replace each edge on the shortest path by an arc
directed towards the destination vertex.

3. Split each vertex on the shortest path into two
collocated subvertices joined by an arc of length
zero. Direct this arc towards the destination vertex.
Replace each external edge connected to a vertex on
the shortest path by its two component arcs (of
length equal to the edge length); let one arc
terminate on one subvertex, and the other arc
emanate from the other subvertex such that along
with the zero-length arc, a cycle results.

4. Reverse the direction of the arcs on the shortest path.
Also make their lengths negative.

5. Run the BFS algorithm from the source vertex to the
destination vertex in the above modified graph.

6. Remove the zero length arcs; coalesce the subvertices
into their parent vertices. Replace the single arcs
of the shortest path with their original edges (of
positive length). Remove interlacing edges of the two
paths found above to obtain the shortest pair of paths.

C. Multiple Sources and Sinks Disjoint Paths

We want to find £ vertex-disjoint path among k sources
Aj to Ay and k sinks 77 to Z;,. We introduce two ficti-
tious vertices A and Z into the graph, shown in Fig. 7.
It does not require the path is fixed, in that A; to Z;,
i ={1,...,k}. Applying the k(> 2) vertex-disjoint paths
algorithm between vertices A and Z. When computation
is finished. remove fictitious vertices A and Z. We then
derive the multiple paths for sources and sinks. Note that
the results may not fulfil number of k& path requirement.
For different graphs, we can derive different solution.



APPENDIX III
ATTACK TREE EXAMPLE

We present the attack tree (see Table VIII) based on our
discussion in Table II. Note that this attack tree may not
present all possible attacks that available, but shows the
importance of presented cryptographic countermeasures
to prevent the attacks. We shows that preventing attackers
from knowing the network topology through confidential-
ity can stop attackers from doing further attacks.



TABLE VIII
NETWORK ROUTING DENIAL OF SERVICE ATTACK PATTERN

Network routing denial of service attack pattern
Goal: Denial of service attack on network routing
Precondition: Attackers can derive routers/links physical location through known network topology
OR 1. Outsider obstruction - Interference (c)-(i)
OR 1. Use network tools (such as traceroute, etc.) to derive network topology
2. Wiretapping to derive network topology (a)
3. Attacker derives network topology through insider undeliberate exposure (h)-(i)
4. Attacker derives network topology through insider deliberate exposure (h)-(ii)
AND 1. Attacker guesses the possible physical location of communication links
2. Attacker cuts the communication links or injects noise
2. Outsider obstruction - Overload (c)-(ii)
OR 1. Use network tools (such as traceroute, etc.) to derive network topology
2. Wiretapping to derive network topology (a)
3. Attacker derives network topology through insider undeliberate exposure (h)-(i)
4. Attacker derives network topology through insider deliberate exposure (h)-(ii)
AND 1. Attacker guesses the possible physical location of communication links
2. Attacker injects dummy routing traffic to block routers
3. Insider obstruction - Overload (f)-(ii)
OR 1. Attacker derives network topology from its own routing table
2. Use network tools (such as traceroute, etc.) to derive network topology
3. Wiretapping to derive network topology (a)
4. Attacker derives network topology through insider undeliberate exposure (h)-(i)
5. Attacker derives network topology through insider deliberate exposure (h)-(ii)
OR 1. Attacker injects dummy routing traffic to block routers.
2. Attacker cuts the communication links to partition the network.
3. Subverted routers partition the network and stops forwarding the traffic.
Postcondition: Attackers stop routers functioning or isolate routers
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